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RRDtool - Round Robin Database tool &
»  RRDtool

— IS a powerful tool to store time series data and create graphs

— correlates time-series data like network bandwidth, temperatures, CPU load or
any other data type

— Is used In many monitoring solutions and one of the easiest and best ways to
store datapoints and generate graphs from them

* The back end of many popular graphing programs like Cacti,
SmokePing, MRTG, Nagios, LibreNMS and others are based on

RRDtool
* We use RRDtool to store and process data collected via SNMP
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RRDtool - Round Robin Database tool &

 RRDtool does 3 things
— Creating Round-Robin Databases (RRDs)
— Adding data to them
— And creating graphs based on data In those databases

* |nstall RRDtool in Ubuntu

S sudo apt install rrdtool -v
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RRDtool - Create Graph rssi)

* Creating Graph manually

1. Creating an rrd database file 3. Create graph

S rrdtool create datafile.rrd \ $ rrdtool graph rrdtooll graphl.png \
DS:packets:ABSOLUTE:900:0:10000000 \ --start now-1000s --end now \
RRA:AVERAGE:0.5:1:9600 \ DEF:pkt=datafile.rrd:packets:AVERAGE \
RRA:AVERAGE:0.5:4:9600 \ LINELl :pkt#FF0000: "packets™

RRA:AVERAGE:0.5:24:6000

2. Fill the database with example data 4. Graph

S START=S (expr $(date "+%s") - 1000) 78 1

COUNT=1000 -

for (( i = 0; i < S${COUNT}; i++ )); do 3 |
VALUE=S (echo "scale=3; s($1/10) * 100" | e

bc -1) 50 : : : ,
rrdtool update datafile.rrd B packets o o o

S{START} : S{VALUE}
START=$(eXpr S{START} + 1)
done

https://oss.oetiker.ch/rrdtool/doc/rrdcreate.en.html
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RRDtool - Create Graph y

* rrdtool create datafile.rrd
— Create a new database called datafile.rd

» DS:packets:ABSOLUTE:900:0:10000000

— DS is a definition for a data source called “packets”

— DS:ds-name:DST:heartbeat:min:max _
DST means Data source type ¢ Creatmg Graph manua"y

* RRAAVERAGE:0.5:1:9600

— RRA means round robin archive

DS:packets:ABSOLUTE:900:0:10000000 \

— RRA:Cijﬁjsteijrows RRA:AVERAGE:0.5:1:9600 \
RRA:AVERAGE:0.5:4:9600 \
CF can be AVERAGE, MIN, MAX, LAST MRS SO

https://apfelboymchen.net/gnu/rrd/create/
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RRDtool - Create Graph &

 There are 3 'Archives' inside this rrd
— 1 measurement -> RRA:AVERAGE:0.5:1:9600
— 4 measurements -> RRA:AVERAGE:0.5:4:9600
— 24 measurement -> RRA:AVERAGE:0.5:24:6000

 How many values of that type that should be stored
— RRA:AVERAGE:0.5:1:9600

9600 values of 15-minute periods gives you 100 days

— RRA:AVERAGE:0.5:4:9600
9600 values of 1 hour (4 x 15mins) gives you 400 days

— RRA:AVERAGE:0.5:24:6000
6000 values of 6 hour-averages (24 x 15mins) gives you 1500 days

https://berthub.eu/rrd-mini-howto/cvs/rrd-mini-howto/output/rrd-mini-howto-1.html
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RRA:CF:xff:steps:rows

RRDtool - Create Graph sy

RRD CALC
Name of rrd file to create datafile.rrd 1
Polling Interval in seconds Step interval:
Number of polls that can be missed before an UNKNOWN value is A Heartbeat: 0
il Combine (secs) xﬂl steps rows
DS name packets 30 05| Ininity] 9600 |
DST ABSOLUTE ~ : : :
- . 60 05| Infinity| 9600 |
Minimum possible value (U for Undefined) 0 ! — :
Maximum possible value (U for Undefined) 10000000 590 05 " Infinity " 6000 "
600 0.5 || Infinity || 0 ||
900 05 || Infinity || 0 ||

rrdtool create datafile.rrd --step
DS:packets:ABSOLUTE:©:@: 10002008 \
RRA:AVERAGE:09.5:Infinity:9680 \
RRA:AVERAGE:@.5:Infinity:968@ \
RRA:AVERAGE:9.5:Infinity: 6008 \

Consolidations
M AVERAGE L1 MIN L1 MAX
® No Holt-Winters O HWPREDICT O MHWPREDICT
alpha value 90 % 6 points 0.318707¢ a
beta value 50 % 288  points 0.002403¢ B
gamma value (not used) 90 |% 60 \pniuts 0.0376497 vy
row count 1440 seasonal period 288 points

Y 201600 | bytes

https://eccentric.one/misc/rrdcalc.html
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RRDtool — NMM Tools &

* There are applications which leverages the RRDtool

* WIll discuss two most common NMM tools for monitoring latency &
uptime
— SmokePing
— Nagios
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RRDtool Fundamentals

Tool: SmokePing
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SmokePing &

« SmokePing keeps track of network latency:

— EXxcellent latency visualisation

— Interactive graph explorer

— Wide range of latency measurement plugins

— Master/Slave System for distributed measurement

— Highly configurable alerting system

— Live Latency Charts with the most ‘interesting’ graphs

— Free and OpenSource Software written in Perl written by Tobi Oetiker, the
creator of MRTG and RRDtool
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SmokePing - Graphs

35 m
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Demo Is available In following link
— https://oss.oetiker.ch/smokeping-demo/?target=rootns

Last 30 Hours from UPC C

Thu 0@: 26

median rtt:

packet loss:

loss color:
probe:

APNIC

16,5 ms avg
0.00 % avg

Thu Q&: @6

25,0 ms max
0,00 % max
Oo di/z0 Wz2/20 W3/20 W 4/20 W 1o/20 W 19/20
20 ICMP Echo Pings (56 Bytes) every 300s

Thu 12: 80

13.6 ms min
0.00 % min

Secaonds

DMS Root Servers as seen from UPC

=(23)

30 m
= 20m
i ——— — = e
] — —_—
i
5]
18 m
: g &}
Thu 18: 88 Fri QG: 66 20 00 22: 00 aa: o a2 00 a4 0
14.7 ms now 1.8 ms sd 9.4 am/s B a.root-servers.net 18.2 ms av md 0.0 % av ls 597.8 us av sd 30,4 am/as
0.00 % now B b.root-servers.net 15.8 ms av md B.0% av ls 271.5 us av sd 62,1 am/as
. O c.root-servers.net 11.3 ms av md 0.0 % av 1s 118.4 us av sd g5, 2 am/as
, : — rom Swisscom F
end: Fri Dec 04 04:31:40 2020 CET B d.root-servers.net 16.6 ms av md 0.0% av 1s 136.7 us av sd 121.4 am/as
Som B e.root-servers.net 15.7 ms av md 0.0 % av 1s 1.4 ms av sd 11.0 am/as
O f.root-servers.net 14.6 ms av md 0.0% av 1s 126.4 us av sd 115.6 am/as
5 m R fnseen sedasn e, W h.root-servers.net 11.3 ms av md 0.0% av 1ls 283.2 us av sd 39.8 am/fas
O 1.root-servers.net 7.8 ms av md 0.0 % av 1s 288.6 us av sd 27.0 am/as
20 B j root-servers.net 19.2 ms av md 0.0 % av 1ls 482.2 us av sd 39.8 am/fas
m O k.root-servers.net 18.% ms av md 0.0 % av 1s 253.5 us av sd 72.9 am/as
PP B B 1. root-servers.net 15.9 ms av md 0.0 % av ls 422,3 us av sd 40.0  am/fas
mﬁ. :.___"—-"__\___i_""'_-. o M o L= . —
15 m - o B m.root-servers.net 12.2 ms av md 0.0 % av ls 335.0 us av sd 4.6 am/as
Fri Dec 04 04:33:35 2020 CET
18 m
S m
[
Thu 90: 0@ Thu 9&: 0@ Thu 12: 08 Thu 128: 08 Fri 00: 00
median rtt: 20.1 ms avg 25.1 ms max 15%.7 ms min 24.7 ms now 4.4 ms sd 4.6 am/s
packet loss: 0.00 % avg ©O.00 % max 0.00 % min 0.00 % now

loss color:
probe:

Oo BH1i/20 W2/20 W 3/20 B 4/20 B 1o/20 MW 19/20

20 ICMP Echo Pings (56 Bytes) every 300s

end: Fri Dec 04 04:32:20 2020 CET
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https://oss.oetiker.ch/smokeping-demo/?target=rootns

SmokePing - How It works ey

* Smokeping sends test packets out to : avigator cragh as seen from URc ¢ from LAc F
the net and measures the amount of
time they need to travel from one A
place to the other and back e

* For every round of measurement
smokeping sends several packets. It R e S L L

n rtt: 18.0 ms avg 37.6 ms max
et loss: ©0.01 % avg ©O.689 % max ©.00 % min ©.00 % now
1

then SortS the different round trip times E;EEETH o EEJBICHDP lEf::EhE::n F’.inigz?SE.Bf{SS] E.'n.r:rfrfﬂﬁﬂﬂ.s H0/0 .Eigfzgri Dec Q4 Q4:47:26 2020 CET
and selects the median

* The other values are drawn as
successively lighter shades of gray In
the background (smoke)

APNIC @OSO



SmokePIing - Reading the Graphs Gy

 Heavy fluctuation of the RTT (round trip

. L . packet loss
time) values Indicate that the network Is Tt fonr

overloaded. Also known as |jitter /’
— ThIS ShOWS on the graph asS SmOke; the : Navigator Gxas seen from INIT7 F from UPC
more smoke, the more fluctuation O
 Sometimes a test packet Is sent out but .
never returns. This is called packet-loss P aon
— |t can mean that a device Iin the middle of the o
Ilnk IS Overloaded Or a rOUter Conflguratlon me:;:n r'cwtefek ;3.0 ms Wg k5444 ms ma:eeka.“; ms minwee:.;sms now we;‘.(;?ms sd ;;e:s N am/s e
SOmeWhere IS WrOng {)ZEZQZO}zi%: CE)I%)“ .i:]alv/g20 10l0.20/02c.; m=13/200~00.'-4;n;8 Io.f(())/.Z.Ono= 19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Fri Dec 04 04:52:30 2020 CET

* The colour of the median line (horizontal
line) changes according to the number of
packets lost

APNIC @OSO



SmokePIing - Reading the Graphs Gy

 What Is |itter? L/
— lrregular time delay in sending of %—GD:"-RC 5-*?#0—-
packets. < ' No Jitter |
— Think of driving a car
— Depending on the application, jitter 3 s &5 i}l_o__léj 5‘3
could be bad. <_ | Ji;te: | -

 What is latency?

. . '
— Time It takes to get a response or resource {ﬁ}
25

— How long does it take you to get to work and
home again?

— https://youtu.be/LKmMKsXINRAE

APNIC @OSO



SmokePiIng - Installation ey

* |nstall SmokePing in Ubuntu

S sudo apt 1nstall smokeping

* Docker container
— https://github.com/dperson/smokeping

APNIC @OSO


https://github.com/dperson/smokeping

SmokePIing - Configuration &

« Configuration files location
— /Jetc/smokeping/config.d

— Configuration files:
config.d/

—— Alerts

—— Database

—— General

—— pathnames

Presentation

—— Probes

—— Slaves

—— Targets

APNIC @OSO



SmokePing - Configuration - [€Islgl&lel

*** General ***

owner = grouplO

contact = grouplO@apnictraining.net

mallhost = localhost

# NOTE: do not put the Image Cache below cgi-bin

# since all files under cgi-bin will be executed ... this is not good for images.

cgiurl = http://grouplO-server.apnictraining.net/smokeping.cgi
# specify this to get syslog logging

syslogfacility = localO

# each probe is now run in its own process

# disable this to revert to the old behaviour

# concurrentprobes = no

@include /etc/smokeping/config.d/pathnames




SmokePing - Configuration - &

/etc/smokeping/config.d/Alerts

***% Alerts ***
to = nocl@apnictraining.net
from = grouplOW@apnictraining.net

+someloss

type = 1loss

# in percent

pattern >0%,*12*,>0%,*12*,>0%
comment loss 3 times 1n a row

APNIC @OSO



SmokePing - Configuration - [gdfelelsis

x** Probes ***

+ FPing
binary /usr/bin/fping

+ DNS

binary /usr/bin/dig

lookup wlkil.apnictraining.net
pings = 5

step = 180

+ EchoPingHttp
pings = 5
url = /index.html




SmokePing - Configuration - JEI[EE

*** Targets ***
probe = FPing

menu = Top
title = Network Latency Grapher
remark = Welcome to the SmokePing website of GROUPO1l. \

+ Local
menu = Local
title = Local Network

++ LocalMachine

menu = Local Machine
title = This host
host = localhost
#falerts = someloss

+ Internet
menu = Internet
title = Internet

++ Google
host = www.google.com

APNIC



SmokePing - Probes ey

» Different probes are available
— https://oss.oetiker.ch/smokeping/probe/index.en.html

* Most common probes are
— FPIng
— DNS
— EchoPingHttp / EchoPingHttps

APNIC @OSO


https://oss.oetiker.ch/smokeping/probe/index.en.html

SmokePing — Master/Slave ey

* The Master/Slave concept enables all
SmokePIing probes to run remotely

e The use case for this Is to measure the overall
connectivity In a network

» All monitoring data Is stored and presented on
the Master server, but collected by the slaves

* The slaves will get their configuration Information configuration details:
' ' https://0ss.oetiker.ch/smokeping/do
from the master. No need to maintain slaves clsmokeping. master slave.en himl
separately

* The master and the slaves sign their messages
by supplying an HMAC-MD5 code or over ssl

APNIC @OSO



SmokePing - Integration &

* SmokePIing integration with LibreNMS
— https://docs.librenms.org/Extensions/Smokeping/

APNIC @OSO


https://docs.librenms.org/Extensions/Smokeping/

SmokePIng - References —

* SmokePing website:
— https://oss.oetiker.ch/smokeping/index.en.html

« SmokePing config file:
— https://oss.oetiker.ch/smokeping/doc/smokeping_config.en.html

» Config examples:
— https://oss.oetiker.ch/smokeping/doc/smokeping_examples.en.html

 Commandline tool
— https://oss.oetiker.ch/smokeping/doc/smokeping.en.html

* Demo
— https://oss.oetiker.ch/smokeping-demo

APNIC @OSO


https://oss.oetiker.ch/smokeping/index.en.html
https://oss.oetiker.ch/smokeping/doc/smokeping_config.en.html
https://oss.oetiker.ch/smokeping/doc/smokeping_examples.en.html
https://oss.oetiker.ch/smokeping-demo

RRDtool Fundamentals

Tool: Nagios
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NagIios &
* Nagios Is an open source Infrastructure monitoring and alerting

system

* The free open source part of Nagios, which is known as Nagios
Core

* There's also a commercial product called Nagios XIl, which Is
based on Nagios Core

Naglios’

APNIC @OSO



Nagios - Features &

* Major features:

APNIC

Monitoring of network services (via SMTP, POP3, HTTP, PING, etc)
Monitoring of host resources (processor load, disk usage, etc.)
A plugin interface to allow for user-developed service monitoring methods

ADbility to define network host hierarchy using "parent” hosts, allowing detection of
and distinction between hosts that are down and those that are unreachable

Notifications when problems occur and get resolved (via emall, pager, or user-
defined method)

Automatic log file rotation/archiving

Web interface for viewing current network status, notification and problem history,
log file, etc

©@O®SO



Nagios - Architecture &

* Nagios architecture:

— Nagios has server-agent architecture

— Nagios server Is installed on the host and plugins are installed on the remote
hosts/servers which are to be monitored

— Nagios sends a signal through a process scheduler to run the plugins on the
local/remote hosts/servers

— Plugins collect the data (CPU usage, memory usage etc.) and sends it back to
the scheduler

— Then the process schedules send the notifications to the admin/s and updates
Nagios GUI

APNIC @OSO



Nagios - Components

APNIC

Objects

TCPIIP

active checks

Database Server

SNMP

Network Hardware

TCPIIP

Application Server

Status

Nagios

B

Browser

passive checks

=0

SMS

3¢

Email

RRD Database
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Nagios - Online Demo
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& S P £ s o fedora-switch nagios local ~ 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
L £ & o 5 - linuxsnmp-switch nagios local | 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
thel-switch nagios local 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
switch27 nagios local 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
. . . windows-switch nagios local  0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%
http //n agloscore demos Naglios.Co m/n ag 10S/ S
n | | n | |

Hostgroup 'windows-servers' Host State Breakdowns:

Host % Time Up % Time Down % Time Unreachable % Time Undetermined
windowserver1 nagios.local 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%

- | ]
n

:5‘ !rl lal I I‘ ! . I la IO: Sa I I lII l windowserver2 nagios local 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%

windowserver3 nagios local 0.000% (0.000%) 0.000% (0.000%) 0.000% (0.000%) 100.000%

Average 0.000% (0.000%) 0.000% (0.0003) 0.000% (0.000%) 100.000%

n L}
rd: n dmin
Password: nagiosadmi
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Nagios - Configuration ey

* Nagios configuration uses a object oriented representation stored
In text files, It does not necessarily require any database

* An object describes a specific unit:

— Service
— Host
— Contact, check command.. with attributes and values

* Main config file
— /usr/local/nagios/etc/nagios.cfg
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Naglos - Directory Structure ey

Use Dir Path

Installation path /usr/local/nagios

Plugins /usr/local/nagios/libexec

Log /usr/local/nagios/var/nagios.log
Run time Iinformation

Config files /usr/local/nagios/etc

Resource files /usr/local/nagios/etc/resource.cfqg
WebUI CGl files /usr/local/nagios/sbin
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Naglos - Terminology Gy

* Nagios Terminology:
— ODbjects
— Host / Hostgroups
— Service
— Commands
— Contacts
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Naglios — Terminology - Objects Gy

* QObDjects are all elements that are involved in the monitoring and
notification logic.

 Type of Nagios objects are

— Service / Service group
— Hosts / Host group

— Contacts / Contact group
— Commands

— Timeperiod

— Notification escalations
— Notificatin dependencies

* Objects can be defined In .cfg files or In directories @
fusr/local/nagios/etc/objects/
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Naglios — Terminology - Host &
* Ahost Is anything with an IP, URL, or FQDN

— such as a physical server, a VM host or guest, a router, or a webpage

» Hostgroups enable us to logically group sets of hosts for display,
configuration and reporting purpose

A service have to be linked to an host
* Only UP and DOWN states
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Naglos — Terminology - Host &y

define host {

use generic-host
host name canireachthe.
alias canireachthe.
address canireachthe.
max check attempts J

check period 24x7
notification interval 30
notification period 24x7
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Nagios — Terminology - Service &

» A granular metric being monitored on a host

— such as CPU and memory usage, drivespace, interface bandwidth, or the status
of a system service or process.

» Servicegroups enable you to logically group sets of services for
display and reporting purposes
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Naglos — Terminology - Service &y

define service {
use generic-service

host name canireachthe.net
service description HTTP
check command check http
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Nagios — Terminology - Commands ey

* To execute check plugins or to send user notifications

— Links Nagios attributes found In definitions (ex: host name) to plugin parameters
— Already provided for most common plugins (see objects/commands.cfqg file)
— Basic wrapping to send emails (objects/commands.cfqg file)
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Nagios — Terminology - Commands

S o
i
SAMPLE NOTIFICATION COMMANDS

These are some example notification commands. They may or may not work on
your system wilithout modification. As an example, some systems will require
you to use "/usr/bin/mailx" instead of "/usr/bin/mail" in the commands below.

R

define command {

command name notify-host-by-email

command line /usr/bin/printf "%b" "F**** Nagios *****\n\nNotification Type:
SNOTIFICATIONTYPES\nHost: SHOSTNAMES\
nState: SHOSTSTATES\nAddress: S$SHOSTADDRESSS\nInfo: SHOSTOUTPUTS\n\nDate/Time:
SLONGDATETIMES\n" | /usr/sbin/sendmail -s
"xx SNOTIFICATIONTYPES Host Alert: SHOSTNAMES is SHOSTSTATES **" SCONTACTEMAILS

J




Nagios — Terminology - Contacts ey

* To specify who to notify, how to notify and when to notify

* A notification iIs an emaill or text that Is sent when state changes
are detected on monitored objects
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Nagios — Terminology - Contacts

0
i

# CONTACTS

i

o

# Just one contact defined by default - the Nagios admin (that's you)
# This contact definition inherits a lot of default values from the
# 'generic-contact' template which is defined elsewhere.

define contact {

contact name nagliosadmin
use generic-contact

allas NOC ADMIN
email nocl@example.com




Nagios - How Checks Work &

Naglos execute plugins on a regular scheduled basis to check the
operational state of the host or service

Nagios Process

 Response Codes:

“heck Logic

0 OK UP

1 WARNING UP or DOWN/UNRECHABLE Plugins

2 CRITICAL DOWN/UNRECHABLE

3 UNKNOWN DOWN/UNRECHABLE Host and Services
» Store the status to determine If they are working =D =0 =0 =D

properly or not m m m m
 [wo states:

— Soft state -> When a host or service Is down for a very short duration of time and
Its status Is not known or different from previous one

— Hard state -> When max_check_attempts is executed and status of the host or
service is still not OK
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Nagios - Plugins ey

* Plugins helps to monitor databases, operating systems,
applications, network eguipment, protocols with Nagios

* Types of Nagios Plugins:

— Official Nagios Plugins : There are 50 official Nagios Plugins. Official Nagios
plugins are developed and maintained by the official Nagios Plugins Team

— Community Plugins : There are over 3,000 third party Nagios plugins that have
been developed by hundreds of Nagios community members

— Custom Plugins : You can also write your own Custom Plugins. There are
certain guidelines that must be followed to write Custom Plugins

 Community Plugins:
— https://exchange.nagios.org/
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Nagios - Nagios Remote Plugin Executor

execute Nagios plugins on other Linux/Unix machines

ey

NRPE (Nagios Remote Plugin Executor) allows us to remotely

* This allows us to monitor remote machine metrics (disk usage,

CPU load, etc.)

 NRPE can also communicate with some of the Windows agent

addons, check metrics on remote Windows machines as well!

Nagios [ check_nrpe

Loca
Resourcos
and
Sorvices

/.{ Ch.Ck_dlSk j
L heck load
| //.{C eCcCK 104
NRPE | |
hit

Monitoring Host

APNIC

-
"i Remote

i Services on
"I Other Mosts

Remote Linux/Unix Host

NRPE: shorturl.at/bLUVS
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Naglos - Summary &

* Open source monitoring solution

» Based on simple concepts: checks, states, notifications
» Easlly extensible and integrable

* No discovery mechanism

» EXperience it during lab exercises!

— Monitoring hosts and their services
— Developing and testing our own plugin
— EXperimenting state transitions and notifications
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Nagios - References rsy)

* Nagios website:
— https://www.nagios.org/

* Nagios Tutorial:
— https://www.tutorialspoint.com/nagios/index.htm

e Demo
— http://nagioscore.demos.nagios.com/nagios/

» Nagios Certification
— https://www.nagios.com/services/certification/
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RRDtool Fundamentals

Module 2: LAB

APNIC  EOS



Labs &

 Please follow the lab modules for

— Lab 1: SmokePing
— Lab 2: Nagios
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